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OmnpenesieHus

B Hacrosiiem 10KyMeHTe HCIOIb3YIOTCS CIEAYIOIINE TEPMUHBI U UX ONpE/IEIeHuUsI.

ABTOMATH3MPOBAHHAs CHCTeMAa — CHCTEMa, COCTOsSINAs U3 IMEepCcoHaja M KOMIUIEKCa
CPECTB aBTOMATU3ALMH €r0 JESTEIbHOCTH, Pealn3yrolas HHHOPMAIIMOHHYIO TEXHOJIOIHIO BbI-
MIOJTHEHHUSI YCTAHOBJICHHBIX (DYHKITUI.

AyTeHTH(UKANNUSA OTHPABUTEIS JAHHBIX — IOATBEPXKIEHUE TOr0, YTO OTIPABUTEIND MOIY-
YEHHBIX JIAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHOCTh MePCOHANBHBIX JAAHHBIX — COCTOSIHUE 3aLUILEHHOCTH MEPCOHAIBHBIX JIaH-
HBIX, XapaKTEPU3yeMOe CIIOCOOHOCTBIO TOJIb30BaTeNeH, TEXHUYECKUX CPEJCTB U MH(POPMAIHOH-
HBIX TEXHOJOIMH 00ecrednTh KOH(HIEHIHUATbHOCTh, LEJIOCTHOCTh U JIOCTYIHOCTh IEPCOHAIIb-
HBIX JaHHBIX IPU UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaX NEPCOHATBHBIX JAHHBIX.

BuoMerpnyeckue nepcoHa bHble JaAHHbIE — CBEJCHUS, KOTOPbIE XapaKTEPU3YIOT (PHU3HO-
JIOTHYECKHE OCOOCHHOCTH YeNIOBeKa W Ha OCHOBE KOTOPBIX MOXXHO YCTaHOBHTBH €r0 JIMYHOCTh H
KOTOpPbIE UCHOJB3YIOTCA AJAMUHUCTpPALMEN AJI YCTAaHOBJIEHUS JINYHOCTH CYyObEKTa MEepCOHANb-
HBIX JIaHHBIX, MOTYT 00padaThIBaThCs TOJBKO NMPH HAJIMYUH COTJIAcHs B MUCBMEHHOW (hopme
CyObeKTa MepcoHaAIbHBIX JaHHBIX (BKIItOYas (oTorpaduu, OTHeyaTky najibleB, 00pa3 ceTyaTKu
riia3a, 0COOCHHOCTH CTPOCHUS Tella U APYTYIO MOT00HYI0 HH(POPMAIIHIO).

BJiokHpoBaHMe NMEPCOHAJBHBIX JaHHBIX — BPEMEHHOE IpeKpalieHue o0paboTKH mepco-
HAJIBHBIX JAaHHBIX (32 WCKIIOUEHHEM CIy4aeB, €ciu 00paboTka HeoOXoauMma it YTOYHEHHS
HEPCOHAIbHBIX JAHHBIX).

Bupyc (KoMnbHOTEepHBIi, NIPOrPaMMHbIN) — HCIIOJIHAEMBIN IPOIPaMMHBIN KO WX UHTEP-
npeTupyeMblii Ha0Op MHCTPYKLUM, 001agaromuil cBOCTBaMU HECAaHKIIMOHUPOBAHHOTO PacIpo-
CTpaHeHHus 1 caMoBocnpon3BeeHns. Co3aHHble TyOIUKaThl KOMIIBIOTEPHOTO BUpYCa HE BCEra
COBIAJIAI0OT C OPUTMHAIOM, HO COXPAHSIOT CHOCOOHOCTh K JaJIbHEHIIEMy paclpOCTpaHEHUIO U
CaMOBOCIIPOHM3BEICHUIO.

BpenoHnocHasi mporpaMma — nporpamma, InpeJHazHaueHHas JUIsl OCYIIECTBICHUS HECAHK-
[IMOHUPOBAHHOTO JIOCTyNa U (WJIM) BO3ACHCTBHUS HAa MEPCOHAJBbHBIC JaHHBIC MM PECYpChl MH-
(bopMaLlMOHHON CHCTEMBI IEPCOHATBHBIX IaHHBIX.

BcenomorareibHble TEXHUYECKHE CPeICTBA M CHCTeMbl — TEXHUYECKHE CPEJICTBA U CHCTE-
MBI, HE MpeJHa3HaueHHbIe A7 Nepeiadn, 00paboTKU U XpaHEHUs! IePCOHANbHBIX JaHHBIX, yCTa-
HaBJIMBAEMBIE COBMECTHO C TEXHHYECKUMH CPEJICTBAMU M CHCTEMaMH, TPeAHa3HAYCHHBIMA IS
00pabOTKH MEPCOHATIBHBIX JAHHBIX WM B TIOMELIECHUSX, B KOTOPBIX YCTAHOBIEHB! HH(OPMAIMOHHbBIE
CHCTEMBI IIEPCOHATTBHBIX JTAHHBIX.

JlocTyn B ONepalOHHYIO cpely KOMIIbIoTepa (MH(OPMAIMOHHOW CHCTeMbI NEePCOHAIbHBIX
JAAHHBIX) — TIOJTy9eHNE BO3MO)KHOCTH 3aITyCKa Ha BBINOJIHEHHE IITATHBIX KOMaH]I, ()YHKIIUIA, TIPOLIEIYP
OIEPALIOHHON CHCTeMBI (YHHUTOXKEHHSI, KOMMPOBAHUs], NIEPEMEILIEHHUS U T.I.), UCTIONHAEMbIX (paiiioB
MPHUKJIAIHBIX IPOTPaMM.

Jloctyn k HH(pOpMaLK — BO3MOXKHOCTb MOTy4eHUs HHQOPMALMK U €€ UCTIOJIb30BaHMSL.

3aki1ai0uHOe YCTPOICTBO — DJIEMEHT CPE/ICTBA CheMa MH(OpPMAIMH, CKPHITHO BHEIPSIEMBIH (3a-
KJIaJIbIBAEMbIi MJIM BHOCHMBIii) B MECTa BO3MOKHOTO cheMa HH(opMaLu (B TOM YHCIIE B OTPXKICHUE,
KOHCTPYKIIMFO, 000pYyIOBaHHE, IIPEIMEThI HHTEPhEPa, TPAHCIIOPTHBIE CPEZICTBA, & TAKOKE B TEXHUUYECKUE
CPEZICTBA U CUCTEMBI 00pabOTKH HH(pOpMAIIHN).

Zanmmaemast nHdopManus — MHPOPMAIWS, SBISTIOIIASACS TPEIMETOM COOCTBEHHOCTH M TIOZjIe-
KaIlas 3alliTe B COOTBETCTBHU C TPeOOBaHMSAMHU MPABOBBIX JOKYMEHTOB WM TPeOOBaHHSMH, YCTaHAB-
JIMBa€MbIMH COOCTBEHHUKOM HH(POPMAIIUH.

Hpentndgmkanus — nprcBoeHUe CyObeKTaM 1 00bEKTaM J0CTyNa WieHTU(UKATOpa U (WIIH) CpaB-
HEHHE MPETBSIBISIEMOr0 HIICHTU(UKATOPA C TIepeYHEM IIPUCBOCHHBIX HICHTH(UKATOPOB.

HNudopMaTHBHBINA CUTHAI — 3JIEKTPHYECKUE CUTHAIBI, aKyCTUYECKHE, SJIEKTPOMArHUTHBIE U JpY-
rve QIBUUeCKHE TIOJIsI, TI0 TIapaMeTpaM KOTOPBIX MOYKET ObITh pacKphiTa KOH(MHUICHITHATEHAs MH(POpMAITUs
(mepcoHasbHbIE JaHHbIE) 00padaThIBacMasi B MH(OPMAIIOHHOM CHCTEME NEPCOHATBHBIX TAHHBIX.
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HNudopmanuonnasi cucrema nepcoHaJbHbIX JAaHHbIX (MCIIJIH) —COBOKYIHOCTh cOaep-
JKaIuxcs B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00€CIEUNBAOIINX UX 00paboTKy HHGOP-
MAaIMOHHBIX TEXHOJIOIMM U TEXHUUYECKUX CPEACTB.

HndopmaimonHbie TEXHOIOIHH — TPOLIECCHI, METO/IBI TIOKCKa, cOOpa, XpaHeHHs, 00paboTKu, Tpe-
JIOCTaBJICHHSL, PACIIPOCTpaHEHMs MH(POPMAIMH U CTIOCOObI OCYILIECTBICHHS TAKUX MPOIIECCOB U METO-
JIOB.

Hcnonb3oBaHue nepcoHAIbHBIX JaHHBIX — JACUCTBUS (ONepanum) ¢ NEPCOHATBHBIMU JIaH-
HBIMH, COBEpIIIAEMbIC ONEPATOPOM B LIETSAX MPUHITHS PEIICHUN MM COBEPIICHUS MHBIX JEeCT-
BUH, TOPOXKJIAIOMINX IOPUINYECKUE TOCIECACTBHS B OTHOIICHHH CYOBEKTa MEPCOHAIBHBIX JaH-
HBIX WM JPYTUX JHI JIUO0 MHBIM 00pa30M 3aTparuBaloOUINX MpaBa U cBOOObI CyOBbEKTa Mepco-
HaJIbHBIX JAHHBIX WU JAPYTUX JIMII.

Hcrounuk yrpo3sl 6e30nmacHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIIA, MATCPUATIBHBIN OOBEKT WIIH
(r3HrIecKoe sIBIEHKE, SIBISIOIINECS IPHYMHON BOSHUKHOBEHHUS YTPO3bl 0€3011aCHOCTH HH(OPMAIIHH.

KonTposmpyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 3JaHKE, YaCTh 3/1aHHs, TIOMEIIEHHUE), B KOTO-
POM HCKITFOYEHO HEKOHTPOIMPYEMOE MPpeObIBAHUE IOCTOPOHHHUX JIUILI, & TAKXKE TPAHCHIOPTHBIX, TEXHUYE-
CKHX M MHBIX MaTepUasIbHbIX CPE/ICTB.

Kon¢puieHIMaIbHOCTh NePCOHAIBHBIX JAHHBIX — 0053aTeIbHOE Ul COOMIOACHUS OIEPATOPOM
WM MHBIM TIOJTYYUBIIMM JIOCTYT K MEPCOHATIBHBIM JIAHHBIM JIMLIOM TpeOOBaHME HE JIOIMYCKaTh UX pac-
IpOCTpaHeHue 0e3 coracksi CyObeKTa MEPCOHABHBIX TAHHBIX WM HAJTMYKS HHOTO 3aKOHHOTO OCHOBA-
HUSL.

MeskceTeBOil KpaH — JIOK&IbHOE (OAHOKOMIIOHEHTHOE) WM (DyHKIMOHATIBHO-PACTIPEICTICHHOS
IporpaMMHoOE (IPOrpaMMHO-AIIApaTHOE) CPEACTBO (KOMILIEKC), peali3yIoIiee KOHTPOIIb 3a UH(pOpMa-
IMEH, TTOCTYTAOIIEH B MHPOPMAIMOHHYIO CHCTEMY NEPCOHATBHBIX TAaHHBIX U (MJIM) BBIXOJSIICH U3 WH-
(OpMAaLIIOHHOM CHCTEMBI.

Hapyumrens 6e30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — (PU3MYECKOE JIMIIO, CITy9aliHO WM TPE/IHa-
MEPEHHO COBEpILIAIOIIIEe IEHCTBIS, CIEICTBUEM KOTOPBIX SBISIETCS HAPYILIEHHE OE30MacHOCTH MEPCOHATb-
HBIX JAHHBIX TIPU UX 00pabOTKE TEXHMYECKIMH CPEACTBAMH B MH(POPMAIIOHHBIX CHCTEMAX MEPCOHAIb-
HBIX JJaHHBIX.

HeaBromMaTnsnpoBanHasi 00padoTKka NMEePCOHANBHBIX JAHHBIX — 00paOOTKa IMEpPCOHAb-
HBIX JIaHHBIX, COJiepXKaluxcs B MH(GOPMAIIMOHHON CHUCTeMe NMEepCOHANbHBIX IaHHBIX JTHO0 M3-
BJICUEHHBIX M3 TAKOW CHUCTEMBbI, CYUTAETCS OCYIIECTBICHHONW 0€3 UCII0JIb30BAHUS CPEJCTB aBTO-
MaTH3aluu (HEaBTOMAaTU3UPOBAHHON), €CIM Takue JACUCTBUS C MEPCOHATBHBIMU JAHHBIMHU, KaK
UCIIOJIb30BaHUE, YTOUHEHUE, PACIIPOCTPAHEHNE, YHUUYTOKEHUE NEPCOHAIBHBIX JaHHBIX B OTHO-
IIEHUHU Ka)KJO0ro U3 CyOBEKTOB NEPCOHANBHBIX JaHHBIX, OCYLECTBISIOTCS MPH HENOCPEICTBEH-
HOM Yy4YaCTHH YE€JIOBEKa.

HenexsiapupoBaHHbie BO3MOKHOCTH — (DYHKI[MOHAJIbHBIE BO3MOKHOCTH CPEZICTB BBIUMCIIATENb-
HOW TEXHHUKU, HE OIMMCAHHBIE WM HE COOTBETCTBYIOIIME OMMCAHHBIM B JIOKYMEHTALIUH, [IPU UCTIOJIb30Ba-
HHUHU KOTOPBIX BO3MOJKHO HapyllleHHe KOH(MHIECHIMAIBHOCTH, JOCTYITHOCTH MM IIEJIOCTHOCTH 00paba-
THIBAEMOW MH(OPMAITHH.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIMOHMPOBAHHbIE /IeHCTBHS) — IOCTYI K MH(pOpMAIIK
WM JIEWCTBHA ¢ MH(OpMAalMel, HapyIIalole NpaBuia pasrpaHuueHus JOCTyNa C HUCTOIb30BaHUEM
IITATHBIX CPEICTB, IPEAOCTABIISIEMBIX MH(POPMAITMOHHBIMU CUCTEMAMHU MIEPCOHANIBHBIX TaHHBIX.

Hocurens ungopmanum — dusndeckoe MO WIM MaTepHaIbHBIA OOBEKT, B TOM uHclie (r3uye-
CKOE T0J1e, B KOTOPOM MH(OpMAIMsI HAXOJUT CBOE OTpaXKeHHE B BHJIE CHMBOJIOB, 0Opa30B, CHTHAJIOB,
TEXHUUYECKUX PELIEHNI 1 MPOLIECCOB, KOTMYECTBEHHBIX XapaKTEPUCTHK (GU3NUECKUX BETUYHH.

O0e31nunBaHue MEPCOHATBHBIX JAHHBIX — JACHCTBUSA, B PE3YyJbTaTe KOTOPHIX CTAHOBUTCSA
HEBO3MOKHO 0€3 HCII0JIb30BaHUS IOMOJHUTEIBHON HH(GOPMAIlUU ONPEIEeIUTh IPUHAIEKHOCTh
HEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY NMEPCOHATIBHBIX JAHHBIX.

O0paboTka nepcoHAJbHBIX JAHHBIX — JII000€ JIelcTBUE (Onepalnysi) Wik COBOKYITHOCTh JEHUCT-
BUIA (Omepariuii), COBEpIIaeMbIX C UCIIOIB30BAHUEM CPEICTB aBTOMATH3ALMU WM 0e3 HCIOIb30BaHUS
TaKUX CPEICTB C MEPCOHAJIbHBIMU JAHHBIMH, BKIIFOUas cOOp, 3alMch, CUCTEMATH3AIIMIO, HAKOILUICHUE,
XpaHeHHe, yTo4HeHne (0OHOBJICHUE, H3MEHEHHE), M3BIICUeHUE, UCTIOB30BaHue, Tiepeady (pacipocTpa-
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HEHME, TIPEAOCTaBIICHUE, JIOCTYI), 00e3IMYMBaHie, OIOKUPOBaHUE, yAAaIeHUE, YHUUTOXKEHHE Tepco-
HAJIbHBIX JAHHBIX.

OO0menocTynHble NepcoOHAJIbHbIE JaHHbIe — [IEPCOHAJIbHBIE JAHHBIE, JOCTYIl HEOTPAHU-
YEHHOT'0 Kpyra JIMI K KOTOPbIM IIPEIOCTaBIIEH C COrIacHsl CyOBbeKTa MEePCOHAIBHBIX JaHHBIX UIIH
Ha KOTOpPbIE B COOTBETCTBUH C (hefiepaibHBIMU 3aKOHAMH HE PacHpOCTpaHsAeTcsl TpeOOBaHHE CO-
OroIeHUsT KOH (DU ICHIIMATLHOCTH.

Oneparop (MepCcOHANBHBIX JAHHBIX) — TOCYIApCTBEHHBI OpraH, MYHMIMIAIbHBIM Opras,
IOPUJIMYECKOE WK (PU3MYECKOE JIMIO, CAMOCTOATEILHO WM COBMECTHO C JIPYTMMH OpraHHU3YIOILEe U
(v ocytecTBsIroIIee 00pabOTKY IMEPCOHATBHBIX JTAHHBIX, a TAKXKE OIMPEIEISIFOIIHE e 00paboTKU
HEPCOHANIBHBIX JAHHBIX, COCTAaB MEPCOHATBHBIX JAHHBIX, MOIEKAIMX 00paboTKe, AeHcTBUA (omepa-
1I11), COBEPLLIAEMBIE C IEPCOHATLHBIMU IAHHBIMU.

Texnu4yeckune cpeacrsa HHPOPMALMOHHON CHCTEMBI NIEPCOHAJILHBIX JAHHBIX — CPE/ICTBA BbI-
YUCITUTEIFHON TEXHUKHU, MH(POPMAIIOHHO-BBIYUCIIUTELHBIE KOMILIEKCH U CETH, CPEACTBA M CUCTEMBI
nepenaun, npreMa 1 oopabotku I1/1H (cpeacTBa u cucTeMsl 3ByKO3aIIUCH, 3ByKOYCHIIEHNS], 3BYKOBOCIIPO-
W3BEICHUS, [IEPETOBOPHBIE U TEJIEBU3HOHHbIE YCTPONCTBA, CPE/ICTBA U3TOTOBJIEHUS, THPAKUPOBAHUS J10-
KyMEHTOB U JIpyrue TEeXHHUYECKUE cpelcTBa 0OpabOTKM pedyeBOH, rpaduyeckoil, BUIeO- U OYKBEHHO-
1rpoBoit HH(OPMAIIH), POrpaMMHBIE CPENICTBA (OIEPAIMOHHBIE CHCTEMBI, CHCTEMBI YIIPaBJICHUs 0a-
3aMH JIJAHHBIX U T.I1.), CPECTBA 3aILUTHI HHPOPMALMH, IPUMEHSIEMbIE B MH(POPMALIMOHHBIX CUCTEMaX.

IMepexBaT (MHpOpMaNUN) — HEITPABOMEPHOE MOIYICHHE MHPOPMAIUU C HCIIOJIE30BAHUEM
TEXHUYECKOI'0 CPE/ICTBA, OCYIIECTBIISIOIIEr0 OOHapyXeHue, pueM U 00paboTKy HH(OpMaTHB-
HBIX CUTHAJIOB.

IlepconasbHbIe JaHHBIE — JTI00as HHPOPMAIHSL, OTHOCALIAACSA K IPSIMO MM KOCBEHHO OIpe-
JIeJICHHOMY HJTH oTpeiesieMoMy (prusmueckomMy Juity (CyOBeKTy MepCOHABHBIX JAHHBIX ).

ITo0o4HBIEe 2JIEKTPOMATHUTHBIC M3JYYCHHS W HABOAKHU — DJIEKTPOMAarHUTHBIE U3JTy4ECHHUs
TEXHUYECKUX CPEICTB 00pa0OTKH 3aliaeMoi HH(GOpMaIiy, BOZHUKAIONINE KaK MOO0YHOE SB-
JICHUE U BBI3BAHHBIC NICKTPUYECKUMU CUTHAJIAMU, JEHCTBYIOIUMH B X JIEKTPUUYECKUX U Mar-
HUTHBIX LIEMSX, @ TAaKXKE 3JIEKTPOMAarHUTHbIE HABOJKU 3TUX CHUTHAJIOB HA TOKONPOBOJSIINE JIH-
HUM, KOHCTPYKIUH U LENH TUTAHUS.

[MosmTHKA «YUCTOrO C€TOJIA» — KOMIUIEKC OPraHU3allMOHHBIX MEpPONpPUATHN, KOHTPOIH-
PYIOLIMX OTCYTCTBHE 3alIMChIBaHMsI Ha OyMaXXHbIe HOCUTENH KJrouell u aTpuOyToB JocTyna (ma-
poJieit) U XpaHeHHs UX BOJIU3U 0OBEKTOB JOCTYIIA.

ITosb30BaTes b HHPOPMALIMOHHONH CHCTEMBI MEPCOHANBHBIX JaHHBIX — JIMIO, YYaCTBYIO-
niee B (pyHKUMOHUPOBAHUN MH(POPMAIIMOHHOW CHUCTEMBl NEPCOHAIBHBIX JAHHBIX WM HCIONb-
3yloIIee pe3ynbTaThl €€ (HYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYITHOCTh MPABUJI, PErJIaMEHTHPYIOIIMX IIpaBa
JIOCTYIa CYOBEKTOB JOCTYIa K 00bEKTaM JI0CTyIA.

IIporpammuasi 3akJjaaKa — KoJ MpPOrpaMMbl, IPEJHAMEPEHHO BHECEHHBI B MpPOrpaMMy C
LEJIBI0 OCYIECTBUTH YT€UKY, U3MEHUTh, OJOKUPOBaTh, YHUUTOXKUTh MH()OPMAIMIO WM YHUYTO-
KUTh U MOAU(PUIIMPOBATH MIPOrpaMMHOE oOecrieueHne HHPOPMAIIMOHHON CUCTEMBI IEPCOHAIb-
HBIX JJAHHBIX U (W1K) OJOKHPOBATh arnapaTHBIE CPEJICTBA.

IIporpamMmmHoe (mporpaMMHO-MaTeMATH4Y€CKOe) BO3AEHCTBHE — HECAHKIMOHHUPOBAHHOE
BO3/ICHCTBUE HA PECYpPChl aBTOMATU3HUPOBAHHON MH(POPMALIMOHHON CUCTEMBI, OCYILIECTBISIEMOE C
WCIOJIb30BaHUEM BPEIOHOCHBIX IPOTrpamMM.

PackpbITHE NMEPCOHANBHBIX JAHHBIX — YMBIIUICHHOE WIN CIydaifHOE HapylleHHe KOH(pHU-
JEHIMATIbHOCTH MTEPCOHANBHBIX TAHHBIX.

PacnipocTpaneHHne nepcoOHATBbHBIX JAHHBIX — JCHCTBHS, HalpaBICHHBIE HAa PaCKpBITHE
MEPCOHAIBHBIX JJAaHHBIX HEOIPEEICHHOMY KPYTY JIUI

Pecypc mHpopMannoHHoil cuCTeMbl — UMEHOBAaHHBIN 3JIEMEHT CHCTEMHOIO, MPUKJIATHOTO
WM almnapaTHoro obecrneueHus: GyHKIIMOHUPOBaHUS HH(OPMAILIMOHHOM CUCTEMBL.

CrnennanbHble KATETOPUH NEPCOHAJIBHBIX JAHHBIX — IEPCOHAJIbHBIE ITaHHBIE, KacarolIye-
Csl pacoBOM, HallMOHAJILHOM MPHUHAJIEKHOCTH, MOJIUTHUYECKUX B3TJISA0B, PEIUTHO3HBIX UIH (DU-
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T0COPCKUX YOCKIEHHUI, COCTOSHUS 370POBbS U WHTHUMHOW >KU3HH CyOBEKTa MEePCOHATBHBIX
JTAHHBIX.

CpeacTrBa BbIMMCIUTETbHON TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX M TEXHUYECKUX JIEMEHTOB
cucTeM 00pabOTKU JAHHBIX, CIOCOOHBIX (PYHKIIMOHHPOBATh CAMOCTOSITENIbHO UM B COCTAaBE JPYIHX
CUCTEM.

Cy0bekT pocryna (Cy0beKT) — JIMLO WM IPOLECC, ASHCTBUSI KOTOPOrO PErIaMEHTUPYIOTCS Mpa-
BUJIAaMU pa3rpaHUYEHHUs IOCTYTIA.

TexHuuyeckuii KaHaa yredkd MHGOPMALUU — COBOKYITHOCTh HOCUTEIS MH(pOpMAIU (CPeacTBa
00paboTKH), (HM3UIECKON Cpelbl pacipocTpaHeHHsT WH()OPMATUBHOTO CHTHAIA M CPEICTB, KOTOPHIMU
JOObIBaeTCs 3alpiaemMas UHpopMalus.

Tpancrpanu4yHas nepeaaya NnepcoHAJbHBIX JAHHBIX — MEpeavya MepCOHATbHBIX JaHHBIX
onepaTopoM uepe3 ['ocyaapcTBeHHyro rpanunly Poccuiickoit denepanuu opraHy BJIAaCTH HMHO-
CTPaHHOTO TOCYJapcTBa, GU3MUECKOMY WIH IOPUINIECKOMY JTUIy HHOCTPAHHOTO FOCY/IapCTBa.

¥Yrpo3bl 6€301aCHOCTH TEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTh YCIOBHI U (DaKTOPOB, CO3/1at0-
IIMX OMAaCHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHMCJIE CIIy4aiiHOr0, JIOCTYIA K IEPCOHATIbHBIM JJAHHBIM,
pe3yNbTaTOM KOTOPOr0 MOXKET CTaTh YHHUTOKEHUE, I3MEHEHHE, OIOKUPOBAHKE, KOITMPOBAHUE, pacIpo-
CTpaHEHHUE TIEPCOHATBHBIX JIAHHBIX, a TAKYKE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBHIA PU UX 00pabOTKe
B MH(POPMAILIMOHHOM CHCTEME MEPCOHAITLHBIX IAHHBIX.

YHMYTOXKEHNE EePCOHATBHBIX JAHHBIX — JICHCTBYS, B pe3yJIbTaTe KOTOPBIX HEBO3MOXKHO BOCCTa-
HOBUTB COZICP’KaHHe MEPCOHATBHBIX ITAHHBIX B MH(OPMAIIMOHHOW CHCTEME MEPCOHATIbHBIX JAHHBIX MU B
pe3yJIbTaTe KOTOPhIX YHUYTOKAIOTCSI MaTepUabHbIE HOCUTEIN MTEPCOHANIBHBIX TAHHBIX.

YTeuka (3aLMIAeMOii) HH(POPMALUH 110 TEXHUYECKHM KAHAJIAM — HEKOHTPOIMPYEMOE PacIpo-
cTpaHeHre H(OPMAIIK OT HOCUTENS 3alMIAaeMOi HH(POPMAITK Yepe3 (HIBUUECKYIO CpeTy 10 TEXHH-
YeCKOTO CPE/ICTBA, OCYILIECTBIISIOIIETO MepeXBaT HHPOPMAIIHH.

YA3BUMOCTB — C1a00CTh B CPEACTBAX 3alUThI, KOTOPYIO MOYKHO MCIOJIB30BaTh JUISl HAapyIIEHUS
CHCTEMBI WU COZieprKallieiics: B Helt MH(OpMAaIIUH.

LenocTHocTh MHGOPMALIMHT — CTIOCOOHOCTH CPEICTBA BHIUMCIIUTENIBHON TEXHUKU WM aBTOMATU3H-
POBaHHOM CHCTEMBI 0OECTIEUMBATh HEM3MEHHOCTh MH(OPMAITUH B YCIIOBHSX CITy4aifHOTO W/WIU TIpeHa-
MEPEHHOTO UCKKEHUS (Pa3pyILICHMS ).
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ABC

BTCC
NCIIn
K3
JIBC
MD
HCA
oC
I[1/1u
[IMB
I10

[IOMHH

CA3
C3u
C3I1du
COB
TKYU

VB

OBO3HAYEHMUSA U COKPALIEHUSA
— aHTUBUPYCHBIE CPEICTBA
— aBTOMATHU3MPOBAHHOE pabodee MeCTo
— BCIIOMOTaTEIIbHBIC TEXHUYECKHE CPEJICTBA U CHCTEMBI
— MH(OPMAIMOHHAS CHCTEMa EPCOHATBHBIX TAHHBIX
— KOHTPOJIMpyeMasi 30Ha
— JIOKaJIbHAs! BBIYMCIIUTENbHAS CETh
— MEKCETEBOM dKpaH
— HECAHKLIMOHUPOBAHHBIN JOCTYII
— OTepaIMOHHAsI CUCTEMa
— IIePCOHAILHBIC TAaHHbIE
— IIPOrPaMMHO-MaTEMaTHYECKOE BO3ICHCTBHE
— IporpaMMHOE OOecTIieYeHHE
— IOOOYHBIE AEKTPOMArHUTHBIE U3ITyYEHUs U HABOJKU
— cHUCTeMa aHaJii3a 3allUIICHHOCTH
— CpeICTBa 3aIUThl HHPOPMAIHH
— cucrema (TIOACUCTEMA) 3aIIUTHI IEPCOHATBHBIX JAHHBIX
— cuctemMa 0OHapyKEHUSI BTOPKEHHI
— TeXHUYECKHUE KaHaIIbl yTeUYKH HH(OpMaLn

— YI'pO3blI 0e30macHOCTH MNCPCOHAIIbHBIX TaHHBIX
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BBEJIEHUE

Hacrostmass Ilonutuka wuHbopMmanmoHHON ©Oe3omacHoctu (manee Ilomutuka) MBOY
«Cpennsis obmeobpasoparenbhas mkona Ne 27 r. Momxkap — One» (nanee — YupeskieHue) sp-
asieTcst opUIUaIbHBIM TOKYMEHTOM.

[TonmuTHka pazpaboTana B COOTBETCTBHH ¢ TpeOoBaHUsAMH DeepabHOrO 3aKOHa OT 27 U0
2006 1. No 152-®3 «O nepcoHAIBHBIX TaHHBIX» U mocTaHoBeHus [IpaButenscTBa Poccuiickoi
Oeneparun ot 1HOs0ps 2012 r. Ne 1119 «O06 yTBepkaeHHH TpeOOBAHHUH K 3aIIUTE MEPCOHATB-
HBIX JIaHHBIX TpU uUX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMax MEPCOHAJIbHBIX NAHHBIX», Ha
OCHOBaHUMU:

- «Pexomenganumii mo obecnedyeHro 0€30MacHOCTH MEPCOHANBHBIX IaHHBIX MPHU UX 00pa-
00TKe B MH(POPMAIMOHHBIX CUCTEMaX IMEPCOHAIBHBIX JaHHBIX», YTBEPKACHHBIX 3amec-
tutesnem aupekropa PCTIK Poccun ot 15.02.2008 1.,

- «TunoBBIX TPEOOBAHMIA IO OpPraHU3alMU U 00ECIICYCHHIO (DYHKITMOHUPOBAHUS IH(PPO-
BaJIbHBIX (KpUOTOrpapuuecKux) CpeaCcTB, MpeIHa3HAYCHHBIX IS 3alIUThl HHPOPMAIIH,
HE COJEpIKalllel CBEACHUM, COCTaBIIAIOIIMX IOCYAApCTBEHHYIO TalHy B Cily4ae U3 HC-
MOJIb30BaHUA AJisl oOecrieueHus: 0€30MacHOCTH MEePCOHAIBHBIX JAHHBIX MPHU UX 00paboT-
K¢ B HMH(OPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX TAaHHBIX», YTBEPXKIACHHBIX PYKOBO-
nctBoM 8 Ilentpa @CB Poccun 21.02.2008 1. Ne 149/6/6-662.

B Ilonutuke ompenenensl TpeboBanust k nepconany WMCIIJIH, cTerneHb OTBETCTBEHHOCTH
nepcoHaia, CTPyKTypa U HEOOXOJUMBIA YPOBEHb 3alIUIIIEHHOCTH, CTAaTYC U JOJKHOCTHBIE 00sI-
3aHHOCTHU COTPY/AHUKOB, OTBETCTBEHHBIX 32 oOecnieueHrne 0€30macHOCTH ePCOHANTBHBIX JaHHBIX
B UCIIJIH Yupexaenus.
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1 O01me MoJI0KEHU A

Llenbto Hactosimeii [lonutiku siBisiercst oOecrieueHne 6e30MacHOCTH 00BEKTOB 3aIHUTHI

VYupexxIeHHus OT BCEX BHJIOB YIpO3, BHEIIHUX M BHYTPEHHUX, YMBIIIJIECHHBIX U HEIPEIHAMeE-
pPEHHBIX, MHUHHMH3aIMs ymiepda OT BO3MOXKHOW peanu3anuu yrpo3 OesomacHoctd 1[I
(YBIIdn).

be3onacHOCTh MEpCOHANBHBIX JTAHHBIX JOCTUTACTCS IyTEM HCKIIOYEHHsS HECaHKIHOHHPO-
BAaHHOI'O, B TOM YHUCJIC cnyqafmoro, AO0CTYIIa K NICPCOHAJIBHBIM JJaHHBIM, PC3YJILTATOM KOTOPOI'O
MOXET CTaTh YHHYTOXXECHHUE, U3MEHEHHE, OJIOKMPOBaHHE, KOMMPOBAHNUE, paclpOCTpaHEHHE TIep-
COHAJIBHBIX NAHHBIX, 4 TAKKC MHBIX HCCAHKIIMOHHUPOBAHHBIX HeﬁCTBHﬁ.

Nudopmanns u cBI3aHHBIE C HEH pecypchl TOIDKHBI OBITH JOCTYIIHBI ISl aBTOPU30BAHHBIX
nosib3oBaTenel. JIOKHO OCYIIECTBISTHCS CBOCBPEMEHHOE OOHapy:K€HHE M pearpoBaHHE Ha
VBI/H.

,Z[OJ’DKHO OCYHICCTBIIATLCA NMPCAOTBPALICHUC MPCAHAMCPCHHBIX WJIN CHy‘IaﬁHBIX, YaCTUYHBbIX
HJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/I(bI/IKaIII/Iﬁ HJIM YHUUYTOXCHUSA NICPCOHAIBHBIX JaAHHBIX.

CoctaB 00BEKTOB 3aLUTHI NpejcTaBieH B [lepeuHe nepcoHaabHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00pabOTKE MEPCOHATBHBIX JaHHBIX.

Cocras UCII/IH, noanexamux 3amure, NpeAcTaBieH B AKTe 00CIeJ0BaHUs TEKYILEro Co-
CTOSTHHS TEXHUYCSCKOM 3alMTHI ICPCOHAJIBHBIX JAHHBIX.
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2 O6aacTh aelcTBUA

TpeboBanus Hactosel [TonuTUKN pacIpoCTPAHAIOTCS HAa BCEX COTPYIHUKOB YUpPEKIECHUS
(IITAaTHBIX, BPEMEHHBIX, paOOTAIOMIMX 110 KOHTPAKTY U T.II.), a TAKXKE BCEX MPOYMX JHIL (MOI-
PAIYMKY, ayTUTOPHI U T.I1.).
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3 Cucrema 3alIUTHI NEPCOHAJIBbHBIX JAHHBIX

Cuctema 3anuThl nepcoHaibHbIX JaHHBIX (C3I1/IH), cTpouTCS Ha OCHOBAHUH:

- AkTa 00ciIeJ0OBaHMs TEKYILLEr0 COCTOSHUS TEXHUYECKOM 3aIMThI MEPCOHAIBHBIX JaH-
HBIX;

- [IepeuHs nepCOHANBHBIX NAHHBIX, ITOUIEKALUX 3ALIUTE;

- AKTOB KJ1accupukanuyu HHHOPMAIMOHHBIX CUCTEM IEPCOHATBHBIX JaHHBIX;

- YacTHbIX MoJiesIel akTyanbHbIX YIpo3 U BeposiTHoro Hapymurens UCI/Ix;

- [TonoxxeHust 0 pa3rpaHUYEHUH MIPaB JOCTYIA K IEPCOHAIBHBIM JaHHBIM;

- PykoBonsamux gokymentoB ®CTIK u ®Ch Poccun.

Hns  obecnieuenus 3amutel  MCIIJIH HeoOXxomumMo coOMIOJEHHE OpPraHU3alMOHHO-
TEXHUYECKUX Mep. AJIMHHUCTpaLUe obecreunBaeTcs 0e30MacHOCTh MEPCOHANBHBIX TaHHBIX B
COOTBETCTBUU C HEOOXOAMMBIM YPOBHEM 3alIUIIIEHHOCTH, KOTOpas onucaHa B TeXHUYECKOM 3a-
JaHuM Ha co3znanue cucreMsl 3aumThl Uit UCIT[AH. B Yupexnenun onpeseneHbl akTyaabHbIE
yrpo3sl 6e3omacHoctu [1/]H, KoTopbie onucanbl B YacTHON MOJIENN aKTyalbHBIX yrpo3 U BEPO-
arHoro Hapywmutess UCIT/IH.

[Tox akTyanbHBIMH Yrpo3aMu O€30MACHOCTH MEPCOHAIBHBIX JTAHHBIX MOHUMAETCS COBOKYII-
HOCTb YCIIOBUH U (paKTOPOB, CO3JAIOIIUX AKTYaIbHYIO OMACHOCTh HECAHKIMOHHUPOBAHHOTO, B
TOM YHCJIe CIY4aillHOT0, JOCTYIA K MEePCOHAIBHBIM JaHHBIM MPH WX 00paboTke B MH(pOpMaIu-
OHHOH CHUCTEMeE, Pe3yJbTaTOM KOTOPOTO MOTYT CTaTh YHUUTOXXEHHE, U3MEHEHUE, OJIOKUPOBaHUE,
KOIMPOBAHUE, MPENOCTABICHHUE, PACIIPOCTPAHEHUE NIEPCOHAIBHBIX JAAHHBIX, & TAK)KE WHBIC HE-
MIpaBOMEPHbBIE JEHCTBHUS.

Yrpo3sl 1-T0 THNA aKTyalbHBI AJ1s1 HHPOPMAITMOHHOW CHCTEMBI, €CIIM JUI HEE B TOM YHCIIE
aKTyaJlbHbl YIPO3bl, CBSA3aHHBIE C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEICKIAPUPOBAHHBIX)
BO3MOXXHOCTEH B CHCTEMHOM NPOTPAMMHOM 00€CIEUYEeHUH, UCTIONb3YeMOM B HH(DOPMAITMOHHON
cucTeMe.

VYrpo3bl 2-T0 TUNA aKTyaJIbHbI 17151 THPOPMAIIMOHHON CUCTEMBI, €CIIM JUIsl HEE B TOM YHUCIIE
aKTyaJbHbl YIpO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapHPOBAaHHBIX)
BO3MOXXHOCTEH B MPHUKJIAJHOM MPOTPaMMHOM OOECIEYEHUH, UCIOIb3yeMOM B MH(QOPMAIMOH-
HOU CHCTEME.

Yrpo3bl 3-T0 TUNA aKTyalbHbI IS UHPOPMALIMOHHOW CUCTEMBI, €CIIM Ul Hee aKTyalbHbI
yIpO3bl, HE CBSA3aHHBIE C HAIMYHEM HEJJOKYMEHTHPOBAHHBIX (HEIEKIapUPOBaHHbIX) BO3ZMOXKHO-
CTEel B CHCTEMHOM U MPHUKJIAJHOM MPOrpaMMHOM OOECIEUYEeHUH, UCIOIb3yEMOM B MH(pOpMaIH-
OHHOM CHCTEME.

Ha ocHOBaHuM 3THX JOKYMEHTOB ONpEIENseTcs HEOOXOIMMBIM YpOBEHb 3alllUIIEHHOCTH
[T1x xaxnoit UCIT[AH Yupexnenus. Ha ocHOBaHMM aHanM3a akTyalbHBIX Yrpo3 0€30MacHOCTH
[T/11, onucanHoro B YacTHOM MOJe/n akTyalbHbIX yrpo3 U BepositHoro Hapymutens MCIIAxH u
OTueta 0 pe3ynbTaTax NMPOBEJICHUS BHYTPEHHEH MpOBEpKe, AeiaeTcs 3aK/II0UYeHre 0 He0OX0Iu-
MOCTH HCIOJIb30BaHUSI TEXHUUYECKUX CPEJICTB U OPTaHMU3allMOHHBIX MEPOIpPHUATHI A obecrie-
yeHust 6e3onacHoctH I1/H. BoiOpanHbie HEOOX0MMbIE MEpOTIPUATHS OTpaxatorcsi B [lnane me-
POTIPUSATHI 1O 3aIIUTE NEPCOHATBHBIX JaHHBIX.

Jns xaxnoit UCIIH nomkeH ObITh COCTaBIIEH CIHMCOK MCIIOJIb3YEMbIX TEXHUYECKUX CPENICTB
3alUTHl, a TaK K€ MPOrpaMMHOro oOecreueHus, ydacTByromiero B oopabdorke I1JIH, Ha Bcex
anementax UCII/IH:

- APM nionb30Barenen;

- CepBepa NpUII0KEHN;

- CYB/;

- I'panuna JIBC;

- KananoB mepemaun B ceTu oOIIeTo MOJB30BaHUS M (MJIM) MEKIyHAPOJAHOTO OOMEHa,
ecnu 1o HuM nepenarorces I[1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHOCTH VCII[H u aktyansHbix yrpo3, C3I1[a moxer
BKJIFOYATh CJICIYIOLIUE TEXHUYECKUE CPELICTBA:

Iomurrka napopMannonHoi 6e3onacaoctr. Ctpannna 11 u3 29



- aHTUBUPYCHBIC CPENICTBA I paObOYMX CTAHIIUN MOJL30BATENCH U CEPBEPOB;

- CPEACTBA MEXCETEBOI0 SKPAaHUPOBAHNS;

- cpeacTBa KpunTorpadguueckoit 3amuTsel HHGOpPMALIUU, TIPH TIepeave 3alUIaeMOi HH-
- (hopmanuu 1o kaHasaM CBSI3H.

Tax e B CIIUCOK JTOJDKHBI OBITh BKITFOYCHBI (DYHKIIUHU 3aIUThI, 00CCIICYNBAEMbBIC I TATHBIMU
cpeactBamu ob6padotku [1Jln oneparmmonnsiMu cuctemamu (OC), npukinaaasiM [1O u crienu-
QTBHBIMU KOMILUIEKCAMH, PEATU3YIOIMIUMH CPEICTBA 3alUThl. CIIUCOK (YHKIIMIA 3aIUThI MOXKET
BKJIFOYATh:

yIpaBJICHUE U pa3rpaHUUYCHUE JIOCTYIa MOJIb30BaTeleH;
PETHCTPALIMIO M YUET ACUCTBUH ¢ MH(DOpMAITUEH;

- obecrnieunBaTh 1EIOCTHOCTh JaHHBIX;

- IPOU3BOJIUTH OOHAPYKEHUI BTOP>KEHUH.

CHIHCOK MCIOIb3YEMBIX TEXHUUECKHUX CPEJCTB OoTpaxkaercs B [ImaHe MeponpusTHii 1o 3aiiu-
T€ MEePCOHAIBHBIX JaHHBIX. CIUCOK HCIOIb3YEMBIX CPEACTB JOJIKEH MOJINEPKUBATHCSA B AKTY-
anbHOM cocTosiHuu. [Ipu m3MeHeHun cocTaBa TEXHHUYECKUX CPEJCTB 3aIIUTHl WM 3JIEMEHTOB
UCTI/IH, cooTBeTCTBYIONINE U3MEHEHUS JODKHBI ObITh BHECEHBI B CIHCOK U YTBEPKACHBI JH-
peKTOpOoM YUpeKACHHS WIH JIMIIOM, OTBETCTBEHHBIM 3a o0OecrieueHue 3amuthl [1/1H.
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4 TpedoBanus k nogcucremam C3II1n

C3I1/Ix BirOYaeT B ceOsl CISTYIOIINE MOICUCTEMBI:

- YIOpaBJeHUs JOCTYIIOM, PETUCTPALIMH U YUETa;

- obecrieyeHusl LIeTIOCTHOCTH U JOCTYITHOCTH;

- AHTUBUPYCHOM 3aIUTHI;

- MEKCETEBOr0 SKPAHUPOBAHNUS;

- aHaJM3a 3alIUIICHHOCTH;

- 0OHapyKeHUs! BTOPKECHHUI;

- KpUITOTpaprUECKON 3aHUTHI.
[Toacuctemsr C3I1/IH uMerOT pa3nuuHbIi (YHKIMOHAT B 3aBUCUMOCTH OT Kiacca MCII/IH, om-
peneneHHoro B Akte Kiaccudukanuu WHHOPMAIMOHHBIX CUCTEM NEPCOHANBHBIX JaHHBIX. Cru-
cok cootBercTBUs (yHKmi noacucrem C3I1/[H kmaccy 3amuimeHHOCTH npeacTasieH B [1puro-
sxenuu Ne 1.

41 IToacucremsl YHpaBJICHUA JOCTYIIOM, PErUCTPAllMM U YUY€Ta

[Toncucrema yrpaBiieHUs! JOCTYIIOM, PETUCTPALMM M ydeTa MpeJHa3HaueHa [yl pealn3aluu

CIICITYIOIINX (yHKITHI:
- UACHTU(UKALMY U IPOBEPKA IMOAIUHHOCTU CyObeKTOB foctyna npu Bxoae B UCIT/H;
- HACHTU(UKAIUY TEPMHUHAJIOB, Y3JIOB CETH, KAHAJIOB CBSI3U, BHEIIHUX YCTPOUCTB MO JIO-
TMYECKUM HMEHaM;
- UIeHTH(UKAINU TPOTpaMM, TOMOB, KaTaJloroB, (aiiyioB, 3amuceil, moiel 3amnuceil 1o
UMEHAM;
- peructpanuy BXoaa (BbIXOa) CyOBEKTOB JOCTYIAa B CHCTEMY (M3 CHCTEMBI), OO pe-
TUCTpaLys 3arpy3Kd U MHUIMATIU3AMU OTIEPALlMOHHOM CUCTEMBI U €€ OCTaHOBA.
- perucTpanum NomnbITOK J0CTYIa POrPaMMHBIX CPEACTB (IPOrpaMM, MPOLIECCOB, 3a1ad,
3aJ]aHMif) K 3aIIMIIaeMbIM ¢aitiam;
- perucTpanmy MomnbITOK J0CTYyIa IPOrpaMMHBIX CPEJICTB K TEPMHUHAJIAM, KaHaJIaM CBSI3H,
- IporpamMMam, ToMaM, Kartajoram, (aitinam, 3anmucsM, MoJIsiM 3arucei.

[Toncucrema yrmpaBieHHsI JOCTYIIOM MOXET OBbITh peaJu30BaHa C MOMOIIbIO IITATHBIX
cpenctB obpabotku [1/]x (onepamnonnsix cuctem, npunoxeHnit 1 CYBJ]). Tak sxe MoxeT ObITh
BHEJJPEHO CHEIHaIbHOE TEXHUYECKOE CPEACTBO UM UX KOMIUIEKC, OCYIIECTBISIONINE JOTIOIHH-
TeJIbHbIE Mephl N0 ayTeHTU(UKAIUK U KOHTpouto. HampuMep, nprMeHeHne eUHBIX XPaHHITHUIL]
YUETHBIX 3alMCcel Mob30BaTeNeii U perucTpallioHHOW MH(OpMalMK, UCIIOJIb30BaHUE OMOMET-
PUUYECKUX U TEXHUYECKHX (C MOMOLIbIO 3JIEKTPOHHBIX MPOMYCKOB) Mep ayTeHTHU(PUKALUK U JIpY-
THUX.

4.2 Toacucrema odecnedeHusi HeJOCTHOCTH U 0CTYIIHOCTH

[Toncucrema oGecrieyeHHsl LETOCTHOCTH M JOCTYIHOCTH HpeJHa3HaueHa A oOecreyeHUs
1enocTHOCTH U aoctynHocTH I1/1H, mporpammubix u anmapaTtHeix cpeacts MCIIr Yupexne-
HUS, @ TaK XK€ CPEJICTB 3aIUTHI, PH CAYYalHOM WM HAMEPEHHON MOAN(DUKALIUY.

[Toncucrema peanusyeTcsi ¢ IOMOIIbIO OpPraHU3allMU PE3epPBHOTO KOMUPOBaHUS 00padaThI-
BaEMBIX JAHHBIX, a TaK )K€ PE3EpBUPOBaHUEM KitoueBbIX neMeHToB UCII/IH.

4.3 ToacucreMa aHTUBUPYCHOM 3AIATHI

[Toncucrema aHTUBUPYCHOM 3alIUTHI MpeJHa3HaueHa Uil oOecreueHHs] aHTUBUPYCHOM 3a-
nuThl cepBepoB 1 APM nonb3oBareneit UCII/IH Yupexaenns.
CpencTBa aHTUBUPYCHOM 3alIUTHI MPeIHA3HAYEHBI U1l peIN3alUu CISAYIOMUX (DYHKITHMA:
- PE3UICHTHBIN aHTUBUPYCHBI MOHUTOPHHT
- aHTUBUPYCHOE CKaHUPOBAHUE;
- CKpUIIT-O0JIOKUPOBAHUE;
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- IEHTPATU30BAHHYIO/yIAICHHYIO YCTAaHOBKY/JIEUHCTAIUIALUIO AaHTUBUPYCHOTO MPOAYK-
Ta, HACTPOHKY, aIMUHUCTPHPOBAHUE, IPOCMOTP OTYETOB M CTaTUCTHYECKOW HMH(pOpMa-
IIUU TI0 PabOTe MPOIYKTA;
- aBTOMAaTH3UPOBAaHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;
- OIrpaHU4YCHHUC IIpaB IMOJIB30BATCI/II Ha OCTAHOBKY HCIIOJIHACMBIX 3ada4 U U3MCHCHUA -
HACTPOEK aHTHBHPYCHOT'O IPOTPAMMHOTO 00ECTICUSHHSI,
- aBTOMATHYECKUH 3aITyCK Cpa3y MOCe 3arpy3Ku OINepPanMoOHHON CUCTEMBI.

[Toacucrema peamu3yercsi MyTeM BHEIPEHUS CIEIUATLHOTO aHTHBUPYCHOT'O TIPOTPAMMHOTO

obecrnieuenus Ha Bce aneMenTs UCII/H.

4.4 TloxcncreMa MesKCeTEBOro IKPAHUPOBAHUS

[loxcucrema MexceTEeBOr0 3KpaHUPOBAHMS IPEIHA3HAUEHA JUIS pealu3aliy CIEAYIOLINX
byHKIMHA:
- GWIBTpAaLMU OTKPHITOTO U 3alIMPPOBaHHOTO (3aKpbIToro) IP-rpaduka no cnexyromumm
napamerTpam;
- (hukcaruy BO BHYTPEHHUX KypHaiIaxX HHPOPMALUU O TPOXOAAIIEM OTKPHITOM U 3aKpbI-
toM IP-tpaduke;
- HICHTH(DUKAINY U ayTEHTH(PHUKAINIO aIMUHICTPATOpa MEKCETEBOIO SKpaHa MPH €ro -
JIOKaJIbHBIX 3aIllpocax Ha JOCTYI;
- perucTpauuy Bxoja (BbIXOJa) aAMHHHCTpATOpa MEXCETEBOr0 JKpaHa B cucremy (u3
CHCTEMBI) IMOO0 3arpy3KH U HHULIMAIU3ALUU CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA,;
- KOHTPOJIS LIEIOCTHOCTH CBOEH MPOrpaMMHON U UHPOPMAILIMOHHOMN YacTH;
- (GUIBTpALMK NAKETOB CIIY>)KEOHBIX MPOTOKOJIOB, CIAYXAIUX JUIsl AUATHOCTUKU U YIIPaB-
JIeHUsI pabOTON CETEBBIX YCTPOUCTB;
- (UIbTpaLMU C YYETOM BXOJHOTO M BBIXOJHOI'O CETEBOTr0 MHTep(eiica Kak CpelacTBO
IIPOBEPKHU MOJJIMHHOCTH CETEBBIX aJPECOB;
- perucTpalnmy ¥ yueTa 3arnpaiiuBacMbIX CEPBUCOB MPUKIATHOIO YPOBHS;
- OJIOKMpOBaHUS JOCTyNa HEUJIECHTU(PHUIIMPOBAHHOTO OOBEKTa WM CyOBEKTa, MOJIJIUH-
HOCTh KOTOPOT'O IpU ayTeHTHU(UKAIMK HE NOATBEpAMUIIACh, METOJaMU, YCTOMUUBBIMU K
NepexBarty;
- KOHTPOJIS 32 CETEBON aKTUBHOCTBIO MPHIIOKEHHUI U OOHAPYKEHHUS CETEBbIX aTakK.
[Toxcucrema peanusyercst BHEIPEHUEM ITPOTrpaMMHO-AaNIaPaTHBIX KOMIUIEKCOB MEXCETEBOIO
sKpaHupoBaHus Ha rpanuue JICB, knaccoM He HUxe 4.

45 Iloacucrema aHajM3a 3alUIEHHOCTH

[Toncucrema ananm3za 3alIUMIIEHHOCTH, AOKHA OOECTIEUMBATH BBISIBJICHUS YSI3BUMOCTEH,
cBs3aHHBIX ¢ omuOkamu B KoH¢urypamuu [10 UCII[IH, koTopble MOTYT OBITH HCIIOJIB30BAHbI
HapYIIUTEIEM JIJIS pean3allii aTaku Ha CUCTEMY.

OYHKIMOHAT TMOACUCTEMBl MOXET OBITh pPEaTu30BaH MPOTPAMMHBIMU U TPOTPAMMHO-
aHHapaTHI)IMI/I CpC}ICTBaMI/I.

4.6 MoxcucremMa 0OHAPY/KEHHUS BTOP/KEHHI

[Toacucrema oOHapyKeHUST BTOPKCHUH, JOKHA 00€CTIeYnBaTh BHISIBICHUE CETEBBIX aTak Ha
anemenTsl CII/IH, moAK/IIOUeHHBIE K CETSM OOIIEero MOJMb30BaHUs W (WJIH) MEXIYHAPOIHOTO
obMeHa.

OYHKIMOHAT TOACUCTEMBI MOXKET OBITh peaJu30BaH MPOTPAMMHBIMU U MPOTPAMMHO-
aHHapaTHI)IMI/I CpC}ICTBaMI/I.

4.7 TMoacucrema KpuNTOrpagpuyecKoii 3auThI

[Moxcucrema kpuntorpaduyueckoil 3ammThl npeaHazHaveHa g uckimoueHus HCJ x 3amu-
mraemoit nHpopmanmu B MUCITIn Yupexaenus, mpu ee nmepenadyn mo KaHajlaM CBSI3U ceTel 00-
IETO MOJIH30BaHU U (W) MEXKTYHAPOTHOTO OOMEHA.
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[Moncucrema peanusyeTcss BHEAPEHUEM KPUINTOrpadUUYecKUX MPOrpaMMHO-AMNIapaTHbIX
KOMIIJIEKCOB.
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5 Ioab3oBarenn UCHan

B UCIIIH YupexaeHuss MOKHO BBIJICTUTh CIAEAYIOIIUE IPYIIbI MOJIb30BaTENIEH, y4aCTBYIO-
nmx B 00paboTke u xpanenuu [1]1H:
- Aapmunuctpatopa UCII/IH;
- Aamunuctpatopa 6e3onacHocta MCI1/IH;
- Onepatopa APM;
- AIMUHHUCTpATOpa CETH;
- TeXxHMUECKOTo CHelHaIucTa 1o 00CIyKUBaHUIO TepudepUitHOro 000py10BaHNUS;
- [Iporpammuct-pazpadorunk UCII/IH.
JlanHble 0 rpymnmnax Mojb30BaTelsiX, YPOBHE HUX JOCTYNa U MHOOPMHUPOBAHHOCTH JIOJIKEH
OBITH OTpakeH B [1os10keHUM O pa3rpaHUYeHHUH MPaB JOCTYIA K MEPCOHATBHBIM JIaHHBIM.

5.1 Aaxmunucrparop UCIIIn

Anmvunuctparop UCIIH, coTpyaHuK YupexaeHusi, OTBETCTBEHHBIN 3a HACTPOUKY, BHEIpe-
Hue u conpoBoxjeHue MCII/IH, obecrieunBaeT (yHKIIMOHUPOBAHUE MOJCUCTEMBI YIPABICHUS
noctynioM WMCIIJIH 1 ynoJHOMOYEH OCYIIECTBISATh MPEAOCTABICHUE U Pa3rpaHUYEHUE JOCTyla
KOHEYHOTO ToJsib3oBatess (Onepatopa APM) k asiemMeHTaM, XpaHsIIUM IEPCOHANIbHBIE TaHHbIC.

Anmunuctpartop UCII/IH obnagaet caenyronmM ypoBHEM AOCTYIA U 3HAHUH:

- o0namaer moaHON MH(OpPMAIeld 0 CHCTEMHOM U MPHUKIATHOM MPOTrpaMMHOM olecrie-
yennu UCIIH;

- 00amaet moaHON MHQpOpMAIel 0 TEXHUYEeCKHX cpencTBax U koHpurypauuu MCI1/IH;
UMEET JOCTYI KO BCEM TEXHHYECKHM CpeAcTBaM 00paboTku MHGOpPMAIMU U JaHHBIM
NCTIH;

- o06nagaer npaBaMu KOHGUTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPONKN TEXHUYECKUX
cpencts UCIT/IH.

5.2 Aamunucrparop 6esonacnocru UCI I

Anmunuctpatop Oe3omacHoctd MCII[IH, coTpynHHMK YupexaeHus, OTBETCTBEHHBIH 3a
dbyakuunonupoBanue C3I1[IH, BKIOYas 0OCIyKWBaHHE U HACTPONKY aJIMUHHCTPATUBHOMU, CEp-
BEPHOU U KJIMEHTCKON KOMIIOHEHT.

Anmvunuctparop 6e3onacuoctu UCIIJIH o6nanaer ciaeayomuM ypoBHEM JIOCTYyTA U 3HAHUMN:

- o0nagaer nmpaBamu Anmunuctparopa MCII/IH;

- obmanaer nosHou nHpopmarment 06 UCIIH;

- MMeeT JOCTYN K CPEJCTBaM 3alUThl MH(OpMAIMK U MPOTOKOJIMPOBAHUS U K 4YacTH
kioueBbIx AnemeHToB UCIIIx;

- HE MMeEeT IpaB J0CTyNa K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEJCTB CETH 3a MCKIIIO-
YEHHEM KOHTPOJBHBIX (MHCIEKIIMOHHBIX ).

Anmunuctpatop 6e3onacHocty MCIT/IH ynoiaHomoueH:

- peaTu30BBIBATh MOJUTHKY Oe30omacHOCTH B 4acTu HacTporku CK3U, mexceTeBhIX K-
pPaHOB M CUCTEM OOHApY>KEHHUS aTak, B COOTBETCTBHM C KOTOPBIMH MoJb30Barenb (Ome-
patop APM) nomy4yaet BO3MOXHOCTh paboTaTh ¢ dnementamu MCII/IH;

- OCYUIECTBJIATH ayAUT CPEJCTB 3aLUTHI;

- YCTaHABIIMBATh JIOBEPUTEIIbHBIE OTHOIIECHHS CBOEH 3alUILIEHHON CETH C CETIMHU IPYTUX
Opranuzanui.

5.3 Oneparop APM

Omneparop APM, coTpyaHuk YupexIeHus, ocymecTBistonmii oopadorky [1/[n. O6padboTka
[1/11 BKIrOYaeT: BO3MOKHOCTE mpocmotpa [1/IH, pyunoit BBox I1JIn B cucremy UCIIdH, dhop-
MHUPOBaHUE CIIPAaBOK U OTYETOB 1o nHpopmanuu, norydennoit 3z UCIIJIn. OnepaTtop He umeeT
MTOJTHOMOYHH JIJIs1 yIpaBJIeHHsI mojicucteMamMu 00padoTku nanubix u C3I1/1H.

Omnepatop UCII/Ix obnanaeT ciaeayonuM ypoBHEM JOCTYIA  3HAHUM:
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- o0namaer BceMH HEOOXOOUMBIMH aTpuOyTamu (HampuMmep, mapojem), oOecreunBaro-
IIMMH TOCTYI K HEKOTOpOMY MoaMHOkecTBY T1/H;
- pacronaraeT KOH(UICHINAIBHBIMU JaHHBIMHU, K KOTOPBIM UMEET JIOCTYII.

5.4 Axmunucrparop cetn

AIMUHUCTPATOP CETH, COTPYTHUK YUPEKICHUS, OTBETCTBEHHBIN 32 ()YHKIIMOHUPOBAHUE Te-
JekoMMyHuKanmoHHou nojacuctembl UCIT{H. AIMUHUCTPATOP CETH HE UMEET MOJTHOMOYMM ISt
yIpaBIeHUS MOJCUCTeMaMu 00paObOTKH JaHHBIX U OE30MMACHOCTH.

AJIMUHHCTPATOP CETH 00JIaaeT CICIYIONUM YPOBHEM JIOCTYIIA U 3HAHUM:

- o0aaeT 9acThio MHGOPMAIIMU O CUCTEMHOM U MPUKIIATHOM IIPOTPaMMHOM obecriede-
auu UCIIdH;

- 00amaer yacTeio HHPOPMALIMHU O TEXHHUYECKUX cpeacTBax u KoHpurypauuu UCITIH;
uMeeT PU3HYECKHI JOCTYI K TEXHUYECKUM CpeJICTBaM 00paboTKu MH(MOpMAITUU U Cpe-
CTBaM 3aIllUTEI;

- 3HaeT, 0 MEHBIIIeH Mepe, O/IHO JIETAIbHOE UMsI TOCTYTIA.

5.5 TexHu4ecKHii CHENUANMCT 10 06CIYKUBAHUIO NepUepHIiHOro 000pya0BaHMSs

TexHUYEeCKU CHEIUATKCT M0 OOCITYKUBAHHIO, COTPYIHUK YUPEXKICHHS, OCYIIECTBIAET 00-
CIIy’)KMBaHHE U HACTpoiKy nepudepuitnoro odopynoBanus UCIIAn. Texuuueckuil cnenuantucTt
o o0cIyXHBaHUIO HEe uMeeT aoctyna K [1/[H, He umeeT moTHOMOYMH AJiA yIpaBIEHUS TIOJICUC-
TeMaMHu 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

TeXHUYECKUH CIEeNUATUCT M0 OOCITY)KUBAaHUIO 00JaJaeT CISAYIOIUM YPOBHEM JOCTYyNa U
3HAHUU:

- o0aaeT 9acThio MHGOPMAIIUU O CUCTEMHOM U MPUKIIATHOM IIPOTrPaMMHOM obecriede-
Huu UCIIH;

- o0amaer yacTeio MHPOPMALIUU O TEXHHUECKUX cpeacTBax u KoHpurypamu UCIT1H;
3HAET, 110 MEHbLIEH Mepe, OHO JIETaIbHOE UMS JIOCTYIIA.

5.6 Mporpammucr-paspadorunk UCII/In

[TporpaMMuUCTBI-pa3pabOTUMKU (TOCTABIIMKH) MPUKIAJHOTO MPOrPaMMHOrO OOeCreueHus,
o0ecTieunBaroIIe €ro CONMPOBOXKICHUE Ha 3alluinaeMoM oObekte. K maHHOW Tpyrime MOryT
OTHOCUTBCS KaK COTPYIHUKU YUpPEXIEeHUs, TaK U COTPYIHUKU CTOPOHHUX OpraHU3alui.

DU3NYECKOE JIUIIO 3TOM KaTErOpUH:
- obmagaer uHdopmaler 00 anropuT™Max M mporpammax oopabOTKM MHPOpPMALUU Ha
NCIIH;
- 0051a/1aeT BO3MOXHOCTSIMM BHECEHHsI OUIMOOK, HEJEKIAPHUPOBAHHBIX BO3MOXHOCTEH,
NPOTPAMMHBIX 3aKJIaJI0OK, BPEIOHOCHBIX TMPOTpaMM B IPOrpaMMHOE oOecTiedeHne
NCIIIH Ha ctaauu ee pa3pabOTKU, BHEJPEHUS U COMTPOBOXKICHHUS;
- MOXeT pacrojiaraTh J00bIMH (pparmeHTamu uUHGpopManuu o tonojoruu UCIIH u
TEXHUYECKUX cpesicTBax o0paboTku U 3amuTsl [1/]H, o6padaTeiBaembix B UCII/IH.
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6 TpeGoBanus k nepcoHanay no odecrneveHnio 3amuthl [

Bce corpyanuku Yupexnaenus, spigtomuecs noiab3oBarensmu MCIIIH, M0mKHBI YeTKO
3HaTh U CTPOTO BBINIOJIHATH YCTAHOBJIEHHBIE IIPaBWJIa U OOSI3aHHOCTHU IO JIOCTYIy K 3alluIlae-
MBIM 00BEKTaM U COOIIOACHUIO IPUHATOrO pexxuMma OezonacHoctu I1/1H.

[Ipu BcTymieHuu B JOJKHOCTh HOBOI'O COTPYAHMKA HEMOCPEACTBEHHbBIN HAYaJIbHUK MOJpa3-
JIeNIeHNsI, B KOTOPO€ OH IOCTYHaeT, 00si3aH OpraHUu30BaTh €ro O3HAKOMJIEHHE C JIOJKHOCTHOM
UHCTPYKLMEH ¥ HEOOXOIMMBIMH TOKYMEHTAMH, PErJaMeHTUPYIOIIUMHU TPeOOBaHUS 110 3aIIUTe
IT/IH, a Takxke oOydeHHE HaBbIKaM BBIIIOJHEHMS MPOLEAYpP, HEOOXOAUMBIX Ul CAHKLIMOHUPO-
BaHHOTO Hcnoiib3oBanus UCIIIx.

CoTpynHHMK 1OJKEH ObITh O3HAKOMJIEH CO CBEIACHMAMHU HacTosied [lonuTuku, NpUHSTHIX
npoueayp padotsr ¢ anementamu UCIIu u C3I11H.

CoTpynHUKH YupexIeHUus, HCIOJb3YIOIINe TEXHUUECKUE CpeICcTBa ayTeHTU(UKALUY,
JIOJDKHBI 00€CTIeYMBaTh COXPAHHOCTh MACHTH(HUKATOPOB (3JEKTPOHHBIX KIIOUYEi) M HE JOIycC-
katb HC/] x HUM, a Tak )K€ BO3MOXHOCTb MX yTE€PH WJIU HCIIOJIb30BAHUS TPETbUMHU JIMLIAMHU.
[Tonp3oBaTenu HECYT EPCOHABHYIO OTBETCTBEHHOCTD 32 COXPAaHHOCTh UEHTU(UKATOPOB.

CotpyaHUKH YupexKIeHHs! TOJIKHBI CI€0BaTh YCTAaHOBJICHHBIM IPOLEAYpaM MOAIepKaHus
pexxuma OezonacHoctu [1/lH npu BbIOOpe M MCHOIB30BAHUU Napoiiell (ecau He MCIOJb3YHOTCS
TEXHUYECKHE CPEICTBA AyTCHTU(UKAIIUH).

CoTpynHuKN YupexIeHHUs AOJDKHBI 0OecledrBaTh HaJIEKAIIYH0 3alluTy 00OpYAOBaHUS,
ocTaBiIsIeMoro 0e3 MPUCMOTpPa, OCOOEHHO B TEX CIyYasx, KOTJa B IMOMEIICHHE MMEIOT JOCTYIl
IIOCTOPOHHUE JMLa. Bece monb3oBareny AOMKHBI 3HaTh TpeOoBaHus mno Oe3omnacHoctd [1/1H u
IPOIETyPHI 3aIIUTHl 000PYIOBaHHS, OCTABICHHOTO 0€3 MPUCMOTpPa, a TAKKe CBOM 00sS3aHHOCTH
110 00€CIIEeYeHHIO TaKOM 3alUTHI.

CoTpynHUKaM 3amperiaeTcs yCcTaHaBIMBaTh IOCTOPOHHEE NPOrpaMMHOE OoOecreueHue, no-
KJIF0YaTh JINYHbIE MOOMJIbHBIE YCTPOWCTBA U HOCHUTENIN UH(POPMALIMH, a TaK K€ 3alKChIBaTh Ha
HUX 3alUIIaeMyr0 HHHOPMAIIHIO.

CoTpynHHMKaM 3amperiaercss pasriamarh 3allyiaeMyl0 MHPOpPMAaLUIo, KOTopas cTaia UM
U3BECTHA U paboTe ¢ NH(YOPMALMOHHBIMU CUCTEMAaMHU Y UPEXKACHUSI, TPETHUM JIUIIAM.

ITpu pa6ore ¢ [1[1n B UCII/IH coTpyaHuKu YupexaeHus o0s3aHbl 00eCIIeYnTh OTCYTCTBUE
BO3MOXKHOCTH npocMmoTpa [T/IH TpeTbumu nunamu ¢ MOHUTOpoB APM mnu TepMHuHAmoB.

ITpu 3aBepmenuun padotsl ¢ UCII[IH coTpyaHuku o0s3aHbl 3aMTUTE APM M TepMuHabl
C MOMOIIBIO0 OJIOKUPOBKH KITFOUOM WJIM 3KBUBAJIEHTHOI'O CPEJCTBA KOHTPOJIS, HAIpUMEp, AOCTY-
IIOM TI0 ITApOJII0, €CIIM HE MCIIOJIB3YIOTCA 00Jiee CHIIbHBIE CPEACTBA 3AIUTHI.

CotpyaHUKH YUpeXIeHHs TOJKHBI ObITh MPOMH(OPMUPOBaHBI 00 Yyrpo3ax HapylIEeHUs pe-
xuma 6e3zonacHocT I1/[H 1 OTBETCTBEHHOCTH 3a ero HapylieHue. OHM TOJDKHBI ObITh 03HAKOM-
JIEHBI C YTBEPXKIAECHHOM (POpMaIbHOM MPOIeAYPOi HATOKEHUS TUCITUTITMHAPHBIX B3BICKAHUM Ha
COTPY/AHUKOB, KOTOpble Hapyumwin [lomutuky uHpopManroHHON 6€30MacHOCTH M MPOLETyphI
6e3onacuoctu [1][H.

CotpynHuku 00s13aHbI 06€3 MpoMeJIeHns: coo0aTk 000 BceX HaOI0JaeMbIX WM TOJ03pHU-
TenbHBIX ciaydasx pabotsl UCIIJIH, Moryumx noieds 3a co0oil yrpossl 6e3omacuoctu [1/1H, a
TaKXe O BBIIBIEHHBIX UMHU COOBITHAX, 3aTparuBaroiiux OesonacHocTs [1/IH, pyKoBOACTBY Moj-
pasfeneHus U JUIy, OTBEYAlOIIeMy 3a HEMEUIEHHOE pearupoBaHHE Ha yrpo3bl 0€30MacHOCTH
IT/1H.

IMomurrka nHpOpMannonHok 6e3onacuoctr. Ctpannna 18 u3 29



7 JoaxHocTHbIEe 00s13aHHOCTH NoJb3oBaTeseid UCIIAn

JoimkHOCTHBIE 00s13aHHOCTH TTosTb3oBateseit CIIJIH onucaHbl B CIIEIYyIONTUX TOKYMEHTAX:
- Uucrpykuus anmuauctparopa UCI Ix;
- Uactpykuumst anmuarcTparopa 6e3omacaoctu UCIIH;
- Uncrpykuus nons3osarens MUCIIAH.
OtBercTBeHHOCTH cOoTpyaHUKOB UCIT[H Yupexaenus.

B cootBerctBuu co ct. 24 denepanbHoro 3akoHa Poccuiickoit ®enepanuu ot 27 urons 2006
r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX) JIMIAa, BAHOBHBIC B HAPYIIEHUU TPEOOBAaHUI TAaHHOTO
®enepalibHOTO 3aKOHA, HECYT IPAKJAHCKYI0, YTOJOBHYIO, aIMUHUCTPATUBHYIO, JUCLMILIMHAD-
HYI0O U HHYIO NPEIyCMOTPEHHYIO 3aKOHOAaTelbcTBOM Poccuiickoit ®enepanuiyi OTBETCTBEH-
HOCTb.

JeiictBytomee 3akoHoaarenbcTBO PD mo3BossieT mpeabsBisaTh TpeboBaHUs MO obecrede-
HUIO 0e30macHoi paboThI ¢ 3amuInaeMon HHPOpMaIe u mpeaycMaTpuBaeT OTBETCTBEHHOCTD
3a HapyllleHUE YCTaHOBJICHHBIX MpaBui 3Kciulyataunu 9BM u cuctem, HelmpaBOMEpHBIN JOCTYI
K MH(OpMALIUU, €CIIU ITU JACHCTBHS MPUBEIH K YHHYTOXKEHUIO, OJIOKUPOBAHUIO, MOAU(DUKAIIIH
UH(OPMALIUU WU HapyIIeHu o paboTel OBM wim cereit (ctateu 272,273 n 274 YK PO).

Anmunuctparop UCIIAun u agmunuctpaTtop 6e3omacuoctu UCII/IH HeCyT OTBETCTBEHHOCTD
3a BCE JICUCTBHUS, COBEPIIEHHBIE OT UMEHH UX YYETHBIX 3alMCEN MM CUCTEMHBIX YUETHBIX 3aIlu-
ceil, ecau He Joka3aH (akT HECAaHKIIMOHUPOBAHHOTO UCIIOJIB30BAHUS YUYETHBIX 3aIHCEH.

[Tpu HapyleHUsX COTpyAHHKaMU YupexjaeHus — noib3zoBateneid UCIIJIn npaBui, cBs3aH-
HBIX ¢ Oe3omacHOCThIO I1/[H, OHM HECYT OTBETCTBEHHOCTH, YCTAHOBICHHYIO JIEHCTBYIOIIUM 3a-
KoHozaTesnbcTBOM Poccuniickoint denepanun.

[IpuBenenHble Bbllle TPeOOBaHUS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HH(OpMAaluu
JIOJDKHBI OBITH OTpakeHbI B I10OKEHUAX O MOJpa3/eIeHUusIX Y UpexIeHHs, OCYIIECTBISIFOIINX
o6pabotky I1/1n 8 UCII/IH 1 1OMKHOCTHBIX HHCTPYKIUSAX COTPYIHUKOB Yupexxnenuu.

Heo6xoaumo BHecTu B [looxeHus 0 moapa3aeieHusx Y UpexaeHus, OCYIIECTBISIOMUX 00-
pabotky I1/In B UCII/IH cBenenus o0 OTBETCTBEHHOCTH MX PYKOBOAUTENEH M COTPYJHHMKOB 32
pasriameHne U HeCaHKIMOHUPOBaHHYIO0 Moaupukanuio (Mckaxenue, ganbcudukanuio) I1/1H, a
TaKXe 32 HEMPaBOMEPHOE BMELIATEIbCTBO B ITPOLIECCH] UX aBTOMATU3UPOBAHHON 00pabOTKH.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHUBHO-IIPABOBBIMU U METOJUYECKHMH JIOKYMEHTaMHU, Ha KOTOPBIX 0a3u-
pyercs Hactosuee [lonoxeHue sBIAIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX NaHHBIX» (Hanee —
@3 «O mepcoHaNbHBIX JAaHHBIX)»), YCTaHABIMBAIOIINI OCHOBHBIC NMPUHIUIIBEI U YCJIOBHUS 00pa-
6otku [1/]H, npaBa, 0043aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX C 00-
pabotkoit I1J1H.

2 TlocranoBnenue IIpaBurenscTBa Poccuiickoit deneparuu ot 1Hos0ps 2012 . Ne 1119 «O6
YTBEP)KICHUH TPEOOBAHUN K 3alUTE MEPCOHATBHBIX JAHHBIX MPHU X 00paboTke B MH(POpMAIH-
OHHBIX CHCTEMaX MEePCOHANbHBIX TAHHBIX».

3 «llonmoxxenue 06 0COOEHHOCTIX 00PAOOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBIIEMON 0e3
HCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3alUNy, yTBepkaeHHoe [loctanosnenuem IlpaBurensctea PO
o1 15.09.2008 r. Ne 687.

4 «TpeboBaHus K MaTepUATbHBIM HOCHTEISIM OMOMETPUYECKHUX TEPCOHANBHBIX TaHHBIX U
TEXHOJIOTHSIM XPaHEHUS TaKUX JAHHBIX BHE HMH(OPMAIIMOHHBIX CHCTEM NEPCOHAIBHBIX JaH-
HBIX», yTBepkaeHHble [locTanoBnenuem IIpaBurtenscrBa P® ot 06.07.2008 1. Ne 512.

5 HopmaruBHO-MeTOMUeCcKe TOKyMEHThl DefepanbHON CIIy:KObI 10 TEXHUYECKOMY M JKC-
neptHoMy KoHTpoiro Poccuiickoit @enepanuu (manee - ®CTOK Poccum) mo obecrieueHuto
6e3omacuoctu [1/]n npu ux obpadotke B UCII/In:

6 Pexomennammu o obecrieyeHnio 6e30MacHOCTH MEPCOHATBHBIX JaHHBIX PU UX 00paboTKe
B MH(OPMAIIMOHHBIX CHUCTEMax MEPCOHANIBHBIX JaHHBIX, YTB. 3aM. nupektopa @CTIK Poccuun
15.02.08 r.

7 OCHOBHBIE MEPOTIPUATHUS [0 OPTaHHU3AIMH U TEXHUYECKOMY 00eCledeHHI0 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX, 00pabaThIBaEMBIX B MH()OPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaH-
HBIX, YTB. 3aMm. nupektopa @CTIK Poccum 15.02.08 r. (ACII)

8 bazoBast monens yrpo3 0e30MacHOCTH NMEPCOHANBHBIX JAAHHBIX MPH UX 00pabOTKe B WH-
(OpMaLIMOHHBIX CHCTEMax IEpPCOHANbHBIX HaHHBIX, yTB. 3am. aupektopa PCTIK Poccum
15.02.08 r.

9 MeTtoauka onpezeeHus aKTyallbHBIX yIpo3 0€30MacHOCTH NMEePCOHATBHBIX IaHHBIX NMPU MX
0o0paboTke B HH(OPMALMOHHBIX CHUCTEMaxX IEPCOHAJIBHBIX [aHHBIX, YTB. 3aM. JIUpPEKTOpa
OCTIK Poccun 15.02.08 r.
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Hpunoxenne 1

No [Tnan - mepedyeHb TEXHUYECKUX MEpONpHUATHI TIo obecnieuennu 6e3omacHoctr MCIT K3 K2 K1
| B noacucreme yripaBiieHUsI JOCTYIIOM:
PeanuzoBaTh nIeHTU(HUKALIUIO U TPOBEPKY MOMITMHHOCTH CYyOBEKTOB IOCTYIIA TIPH
1 BXx0/ie B onepaunoHHyto cuctemy MCII/IH no naponito ycinoBHO-TIOCTOSHHOTO JEHUCT- + + +
BUSL, JUTMHOW HE MEHEE MECTH OYKBEHHO-IIU(PPOBBIX CUMBOJIOB;
Peanu3oBaTh HIeHTUDUKALINIO TEPMUHAIIOB, TEXHHYECKUX CpeAcTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 PeilJ'II/IBOBan; UACHTU(DUKAIINIO IPOrpaMM, TOMOB, KaTajoros, (aiiios, 3anucei, mo- i + +
JIeW 3aIMCel 0 UMEHAM;
4 PeanuzoBars KOHTPOJIb OCTYIIA CyOBEKTOB K 3alIUINAEMbIM PECYypCaM B COOTBETCT- i + +
BHUM C MAaTPULIEH JOCTYIA;
npu Hammuny noakmouerns UCI/IH k ceTsim 001iero nmoias30BaHus A0DKHO puMe- | He Hioke 5-ro | He Hike 4-ro | He Himke 3-1o
5 HATBCS MEKCETEBOE DKPAHUPOBAHUE. YPOBHS 3alllM- | YpOBHA 3allli- | YPOBHS 3alllU-
IEHHOCTH NIEHHOCTH IEHHOCTH
s obecriedenns 6e3onacHoro MexcereBoro B3aumoseiictsus B UCIIIn ns pas- He nmxe 5-ro | He Hmwke 4-ro | He Hmke 3-ro
6 HBIX KJIACCOB HEOOXOJMMO HCIIOIB30BaTh MO YPOBHS YPOBHSA YPOBHSA
3AI[MIIEHHOCTH | 3aIMIIEHHOCTH | 3alUIIEHHOCTH
1i CpeacTBo 3alUThl OT IPOrpaMMHO MaTeMaTuieckux Bozaeictauil (IIMB):
Peanu3zoBarh uaeHTHUPHUKAIIUIO U ayTEHTU(PUKAILIUIO CYyOBEKTOB IOCTYIA MPU BXOJIE B
CPEICTBO 3alllUTHI OT MPOrpaMMHO MaTemMaTuueckux Bo3zaeiicteuil (IIMB) u nepen
1 BBITIOJTHEHHEM UMU JTFOOBIX OTepalinii o yrpaBieHUIO GYHKIMSIMHI CPEACTBA 3alllH- + + +

Tl 0T [IMB 1o naposnio (Miau ¢ UCIoIb30BaHNEM MHOTO MEXaHU3Ma ayTeHTH(pUKA-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEMCTBUS ATMHON HE MEHee IeCTH OyKBEHHO-
1IM(POBBIX CHMBOJIOB;
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OcymiecTBIATh KOHTPOJIb JIFOOBIX JEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABICHUIO
bynkuusmMu cpenctsa 3amuThl oT [IIMB TonbKO mocne npoBeeHNs ero yCenHon
ayTeHTU(UKALUY;

[TpenycMoTpeTs MeXaHU3MBbl OJJOKMPOBAHUS IOCTYIIA K cpeacTBaM 3amuTel oT [IMB
IIPY BBIIIOJIHEHUM YCTAHABJIMBAEMOTI'0 YHCJIa HEYAAYHBIX IIONBITOK BBOJA MAPOJIS;

HeoOxoaumo npoBoauTh uaeHTUGUKaLKIO (HaiiaoB, KaTaJoros, MPOrpaMMHBIX MO-
JlyJIeH, BHEIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CPEACTB 3aluThl oT [IMB;

B noacucreme perucrpanyu u ydera:

OcCymiecTBIATh PErUCTPAIMIO BX0/a (BBIX0/1a) CyOBhEKTa JOCTYIa B CUCTEMY (U3 CHC-
TEMBbI), TM00 PErUCTPaLMIO 3arpy3KU U MHUIATU3ALH OTIEpallMOHHON CUCTEMBI U
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BeIXoa U3 CUCTEMBI MIIM OCTaHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkiatodenus UCIT/IH. B mapamerpax peru-
CTpalliy yKa3bIBalOTCH J1aTa U BpeMs BXo/1a (BbIX0/1a) CyObeKTa 10CTyla B CUCTEMY
(M3 crCcTEeMBbI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMiiaeMbIX HOCUTENEH HHPOPMAIMH C TIOMOLIbIO UX JH000H
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KYpHAJ (YyUETHYIO KapTOUKY);

[TpoBOAMTH perucTpanmio BXoAa/BbIxo1a CyObEKTOB JOCTYyIA B CPEACTBO 3aLIUTHI OT
IIMB, peructpanuto 3arpy3ki 1 HHULUAIU3ALUH 3TOTO CPECTBA U €€ TPOTrPAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/a/BbIX0a
cyObeKkTa ocTyna B cpecTBO 3amuThl oT [IMB uinu 3arpy3ku/ocTaHoBa 3TOro cpef-
CTBa, a TaKXKe UIEHTU(UKATOP CyOBEKTa JOCTYIa, MHUIMMPOBABLIETO TAHHBIE JeH-
CTBUS;

[TpoBoaMTH perucTpannio coobITUi npoBepku U ooHapyxeHus [IMB. B mapamerpax
perucTpalmy yKa3blBalOTCS BpeMs U JjaTa IpoBepku win obHapyxenus [IMB, unen-
Tu(dUKaTOp cyOBEKTa AOCTYIa, MHUIIMHUPOBABIIETO JaHHBIE JEHCTBUS, XapaKTep BbI-
MOJTHSEMBIX AEUCTBHI MO MPOBEPKe, THIT 0OHAPYKEHHON BPEJOHOCHOM MPOrpaMMbl
(BII), pesynbraT nefcTBuil cpeacTna 3amuThl no 6aokupoBanuto [IMB;

[IpoBOIUTH pEruCTpanvio COOBITHI MO BHEAPEHUIO B CpeICTBO 3amuThl oT [IMB ma-
KEeTOB OOHOBJICHUH. B mapameTpax peructpanuu yka3plBalOTCsI BpeMs U 1aTa OOHOB-
JIeHUs, UACHTU(DUKATOP CYOBEKTa JOCTYIAa, MHUIIMUPOBABIIETO JAHHOE ICUCTBUE
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BCPCHA U KOHTPOJIbHAA CyMMa I1aKCTa 06HOBJ'I€HI/IH;

[TpoBOIUTH perucTpanuio cOObITUI 3aIyCcKa/3aBepIIeHs paboThl MOAYJIEH CpeICcTBa
zamuTsl oT [IMB. B mapamerpax perucrpannu yka3slBaloTCs BpeMs U j1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(HUKATOP MOAYIISA, HICHTH(PHUKATOP CyOBEKTa I0CTY-
na, MTHUIIMMPOBABILETO JAHHOE JICHCTBUE, PE3yJIbTAT 3aIlyCcKa/3aBeplIeHuUs] pabOoThI;

JIOJKHA TIPOBOAMTHCS PErUCTPALIUs COOBITHI yIpaBlieHHs CyOBEKTOM JI0CTYyIa
bynkuusamu cpenctsa 3amuThl oT IIMB. B napamerpax perucrpannu yka3bBaroTCs
BpEMsI U J]aTa COOBITHUS YIIpaBIEHUs KaK10M (pyHKLMEH, UIEHTU(PUKATOP U CIIELIH-
bukanys GyHKIMH, 1ISHTUPUKATOp CyObEKTa 10CTYNA, MHULIMUPOBABIIETO JaHHOE
JICHCTBHE, PE3YJILTAT ICHCTBHSI;

[IpoBOIUTH pErucTpannio COOBITHI MOMBITOK JOCTYIA MIPOrPAMMHBIX CPEICTB K MO-
IyJiaM cpeacTsa 3amuthl oT [IMB unu cienunanbabiM J0ByIIKaM. B nmapameTpax pe-
TUCTPAIUU YKa3bIBAIOTCS BPEMs U J1aTa MOMBITKU JOCTYIIA, HICHTU()UKATOP MOTYIIS,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoi
JIOBYIIIKH), PE3YJIbTAT MOMBITKHA JOCTYIIA;

[TpoBoAMTH perucTpanuio coObITHI OTKaTa AJs cpeacTna 3amuTthel oT [IMB. B napa-
MeTpax PerucTpaluy YKa3bIBAlOTCS BPEMsI U JlaTa COOBITUS OTKaTa, CreruuKaIus
NeiCcTBUI OTKaTa, UIeHTU(PUKATOp CyOBEKTa TOCTYIa, MHUIIMUPOBABIIIETO JAaHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTh 3alUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS WX MOAUDUKALUU
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MbI COXPAHEHHS JAHHBIX PETUCTPALIMU B CIIy4ac COKPALLECHUs
OTBEJECHHBIX 10/ HUX PECYPCOB;

12

PeanuzoBaTth MexaHU3MBbI IPOCMOTPA U aHATU3a JAHHBIX PETUCTPALUU U UX QUIIbT-
panuu 1o 3aaHHOMY Habopy MapamMeTpoB;
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13

[IpoBoANTH aBTOMATHUECKUN HEPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABJISITHCS TpUunHON peaninzanuu [IMB (coznanue, penakTupoBanue, 3alUCh, KOMITH-
Js1Ust 00BEKTOB, KOTOpPbIE MOTYT coepxarh BII).

14

Peann3oBaTh MexaHW3M aBTOMAaTHYECKOI0 aHAIN3a JAaHHBIX PErucCTpanuu mo mrabJio-
HaM TUNOBBIX nposiBiieHnit [IMB ¢ aBroMaTn4eckiM MX OJIOKHPOBAHHEM U YBEIOM-
JICHHEM aJIMUHHCTpaTopa 0€30MacHOCTH;

15

[TpoBOAUTH HECKOJIBKO BUJIOB yueTa (AyOIMpYIOIINX) C pErUCTpalieil Bbl1aun
(mpuema) HocuTened HHPOPMaLIUY;

16

OcylIecTBIATh PETUCTPALMIO BXOA (BbIX0/1a) CYOBEKTOB JIOCTyMA B CUCTEMY (U3
CUCTEMBI), TUOO pEerucTpaIis 3arpy3Ki U HHUITHAIN3AIUH OTICPAITMOHHON CHCTEMBI.

17

OcymiecTBIATh PEruCTPaLMIO BbIIaYM N€YaTHBIX (TpapuecKux) JOKyMEHTOB Ha
«TBEpAYIO» KONHI0. B mapameTpax perucTpanuu yka3bplBatoTcs (JaTa ¥ BpeMs BblJa-
yn (0OpalieHus K IOJCHCTEME BBIBO/A), CIEHM(UKAIUS YCTPOHUCTBA BBIIAYH — JIOTHU-
4yecKoe UMs (HOMep) BHELIHETO YCTPOICTBA, KpaTKOe coiepikaHue (HauMEHOBaHHUE,
Bu, m(p, KOA) ¥ YpOBEHb KOHPUACHIMAIBEHOCTH TIOKYMEHTA, HICHTH(PHUKATOP
CcyObEeKTa 10CTyNa, 3alPOCUBILETO TOKYMEHT;

18

OcymiecTBIATh PErucTpalnio 3amycka (3aBepieHns ) IporpaMM M MpoLeccoB (3a1a-
HUH, 3a/1a4), IpeIHa3HAYEHHBIX /7151 00pabOTKH 3aIuIaemMbIx ¢aitio. B mapamer-
pax perucTpaluy yKa3blBaroTcs JAaTa U Bpems 3amycka, uMs (MIeHTU(UKATOp) Mpo-
rpaMMBI (IIpolecca, 3a/1aHus), 1IeHTU(UKATOp CyOBEKTa JOCTYIa, 3alIPOCUBIIETO
nporpamMmy (Iporiecc, 3alaHue), pe3ysbTaT 3ammycka (yCIeHbli, HeyCHelH bl — He-
CaHKLIMOHMPOBAHHBIN),

19

OcCymiecTBIATh PErUCTPALIHIO MOTBITOK J0CTYIAa IPOrPaMMHBIX CPEACTB (IIPOrpaMM,
IIPOLIECCOB, 3a]1a4, 3aJJaHui) K 3amuiacMbIiM (aiinam. B mapamerpax perucrpauuu
yKa3bIBAIOTCS J1aTa U BpeMsl MOTBITKH JIOCTYTIA K 3aIlUIaeMoMy (aiiy ¢ ykazaHuem
ee pe3ynbTara (ycremHasi, HeycrenrHas — HeCaHKIMOHUPOBaHHas ), UAeHTU(DUKATOD
cyObeKTa ocTyna, cnenudukanys 3ammu@aeMoro ¢aia;
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20

OCyIIeCTBIISTh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
MM JIOTOJHUTEIBHBIM 3alIMIAeMbIM 00BEKTaM JOCTYIA: TEPMHUHAIAM, KOMITbIOTE-
pam, y3iam cetr MCII/{H, muaMsIM (KaHajgaMm) CBSI3HM, BHEIIIHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtauoram, (aitinam, 3anucsaM, MoJsM 3anucei. B
napameTpax perucTpalry yKa3blBarOTCs JaTa U BpeMs MOMNBITKHU JOCTYIA K 3alH-
I1aEMOMY OOBEKTY C YKa3aHHEM €€ pe3yiibTaTa (yCIelHas, HEyClelHas — HECaHK-
[IMOHUPOBaHHAs ), UACHTU(DUKATOP CyOBEKTa AOCTYIA, CeUpUKALIKS 3alUUIIaeMOT0
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3alUIaeMblX HOCUTENEH HH(POPMAIIUHU ¢ IOMOILBIO UX Map-
KHPOBKH U C 3aHECEHHEM YUYETHBIX JIaHHBIX B )KypHaJl (YUETHYIO KapTOUKY);

22

Ocy1miecTBIATh OYUCTKY (0OHYJIeHHE, 00e3TMUMBaHie) 0CBOOOKIaeMbIX 00Js1acTel
OTIEpPAaTUBHOM NMaMsITH KOMITBIOTEPOB ¥ BHEITHUX HaKonuTese. OuncTka ocyIecTB-
JSIETCS OTHOKPATHOW TMPOU3BOJIBLHOM 3aIMCHI0 B OCBOOOXKIaEMYIO 00JIaCTh TTaMSITH,
paHee UCIIOIb30BaHHYIO ISl XPAaHEeHUS 3aIMIIaeMBbIX TaHHBIX ((aiioB, HHPpOpMa-
L{H);

B noacucreme obecnieueHus OCI0CTHOCTH:

O06ecneunTh LETOCTHOCTD MPOrPaMMHBIX cpeicTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEU3MEHHOCTb ITPOrpaMMHOM cpefibl. IIpu 3TOM LIeI0CTHOCTD CPEACTB 3aLIUThI
IIPOBEPSIETCS MPU 3arpy3Ke CUCTEMBI 110 HATUUNIO UMEH (MIEHTU(UKATOPOB) KOMIIO-
HeHT C3I1/IH, 1eT0CTHOCTh MPOrpaMMHOIl cpelibl 00ecrieynBaeTCsi OTCYTCTBUEM B
WCTI/In cpencts pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HOocuTenel uapopma-
1IUK), IpelycMaTpuBaroias KoHTpoub Joctymna B nomerienus MCII/Ix noctopoHHux
T, HAJIMYME HAJEKHBIX IPEIATCTBUN ISl HECAHKIIMOHUPOBAHHOI'O IIPOHUKHOBE-
Hus B noMemnenus UCIIn u xpanunuiie HocuTeneil nHbopMaluy;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1AH npu u3MeHEeHNH npo-
rpammHoOM cpensl U nnepcoHana MCII/IH ¢ mnoMonipro TecT-mporpamm, UMUTHPYOIIHNX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BEJICHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3aIUTHI HHPOPMALIUH, UX TTEPUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0TOCITOCOOHOCTH;
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[TpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJyJIeH cpeacTBa 3amuThl oT [IMB, Heo6xo-

) JUMBIX ISl €r0 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCIOJIb30Ba- + + +
HUEM KOHTPOJIBHBIX CYMM;
O6ecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS CpeACcTBa 3amuThl oT IIMB, npexgycmar-

6 pHUBaronias BEICHNE ABYX KOIMI IPOrPaMMHOIO CPEICTB 3aIMTHI, €r0 MepUoJue- + + +
CKOe OOHOBJICHHE U KOHTPOJIb PaO0OTOCTIOCOOHOCTH;
PeannzoBaTh MEXaHU3MBbI IPOBEPKH LIEIOCTHOCTU MTAKETOB OOHOBJICHUH Cpe/icTBa

7 3amuTsl OT [IMB ¢ ucnosib30BaHrEM KOHTPOJIBHBIX CYMM; + + +
[TpoBoauTh pesepBHOE kKonupoBaHue I1/[H Ha oTUyX1aeMble HOCUTEIN HH(POPMALIUH;

8 - + +

V B noacucreme aHTUBHPYCHOW 3aIUTHI:
[IpoBonuTh aBTOMaTHUECKYIO NPOBepKY Ha Hanmuue BII wim nocnencreuit IIMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX MOty el (MPUKIIaJAHBIX IPOTPaMM), KO- + + +
TOpbIE MOT'YT coziepkaTh BII, mo ux TUMOBBIM 1a0JI0HAM U C TOMOILBIO IBPUCTHYE-
CKOI'0 aHAJIN3a;
Peann3oBaTh MeXaHW3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHMs 0OHapyxeHHBIX BII my-

2 TEM UX yJaJECHHs U3 IPOrPaMMHBIX MOAYJIEH NI YHUUTOXKECHHUS; + + +
PerynsipHo BBIOTHATH (IIpU TIepBOM 3amycke cpeacts 3amuthl [1/1n ot [IMB u ¢ yc-

3 TaHaBJIMBAaeMON NEPUOANYHOCTHIO) IPOBEPKA HA TpeAMET Hainuuus B Hux BII; + + +
JomxHa nHunuupoBatkes aBromarnyeckas nposepka UCII/IH Ha npeamer Hanuuus

4 BII npu BeisiBnenuu ¢axra [IMB; + + +
Peanu3oBaTh MEXaHM3M OTKaTa [yl YCTAHABIMBAEMOTI'0O YNCIIA ONEPALUN yIalIeHUS

5 BII u3 onepatnBHON WM TOCTOSIHHOW MaMSTH, U3 IPOrPaMMHBIX MOJIYJIEN U MPH- + + +
KJIQJHBIX IPOTrPaMM HJIM NPOTPaAMMHBIX CPEACTB, conepkanux BII.

6 HononuurensrHo B UCII/IH nomkeH npoBOAUTECS HENPEPBIBHBIA aBTOMAaTUYECKHUN + + +
MOHUTOPHHT HH(OPMAITMOHHOTO0 0OMEHA C BHELTHEH CEThIO ¢ 11elbio BhisiaeHus BIL.

VI KonTpons orcyrcteus H/IB B 110 C31
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Jis mporpaMMHOro o0ecreueH s, UCIOIb3yeMOro P 3aIuTe UHGOpMALMK B
NCIIH (cpencts 3amuThl uHGopManuu — C3M, B TOM 4nciie ¥ BCTPOSHHBIX B 00I11e-
CHUCTEMHOE M MPUKJIaJHOE TporpammHoe ooecniedenue — [10), momkeH ObITH 0Oecte-
YeH COOTBETCTBYIOIIMM ypOBEHb KOHTpOJI OTCYTCTBUSA B HeM HJIB (He nexiapupo-
BaHHBIX BO3MOKHOCTEIN).

VIl

O6napyxenue Bropxxeruit B UCI1JIn

OOHapyxeHue BTOPKEHUH JOIKHO 00eceuynBaThCcs IyTEM UCIIOIb30BAHUS B COCTA
Be VICII/IH mporpaMMHBIX HJIM IPOTPAMMHO-AMIAPATHBIX CPEJICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a U METO/Ibl BBISBICHHS aHOMAIUH

VIl

3ammra UCIx ot [IDMUH

Jist 06paboTku napOpMaun HeodxoauMo ucnois3oate CBT, yroBierBopstomniye
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuu mo 3JeKTPOMarHUTHOW COBMEC-
TUMOCTH, 110 6€30MaCHOCTH U SPrOHOMUYECKUM TPEOOBAHUSIM K CPEACTBAM OTOOpa-
KEHUST HTHPOPMAITUH, TI0 CAHUTAPHBIM HOpMaM, MPEAbIBISAEMbIM K BUICOAUCIIICH-
HbIM TepMmuHaiam [I19BM (aanpumep, [OCT 29216 91, TOCT P 50948-2001, TOCT
P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka coorBerctBust MCIIIH TpeboBanusm 6e3onacuoctu [1/1xn

[TpoBectu 00s3aTeNbHYIO cepTU(UKALIUIO (aTTECTAIMIO) [0 TpeOoBaHUAM Oe3omac-
HOCTH MH(OpMaInu;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTEIbHYIO CEPTU(PUKALIUIO (aTTECTAIUIO) IO
TpeOoBaHUsM Oe30macHOCTH HH(popMalnu (0 PeICHUIO ONlepaTopa);

+ - -

[Mpumeuanue: [Ing UCIIAn 4 knacca nepeueHb MeponpusaTuii mo 3ammre [1/[H onpenensiercs B 3aBUCUMOCTH OT yiepOa KOTOPBIA MOXKET ObITh

HAHCCCH B CJICACTBUH HCCAHKITMOHUPOBAHHOTO UJIKN HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H

[Nonurtnka nadopmannonHoit 6ezonacHocru. Crpanuna 27 u3 29




CornacoBaHo:

CIIELMAIUCT 10 Kajpam [Takmnaa CpeTiiana ApkaJbeBHA
3aMECTUTENb AUpEeKTopa no Y BP Kanamwnna Enena MuxainoBHa
3aMeCTUTENb AupekTopa no BP Ky3nenoBa Haranusa ['ennaaneBna

[Nonurtnka nadopmannonHoit 6ezonacHoctu. Crpanuna 28 u3 29



JIncr o3nakomienus ¢ IoanTukoi nHPOPManMOHHOH 0€30I1ACHOCTH

Ne 107 (0) HosxHOCTH Hara IMoanucek
n/n
1 | [Nakmmna CBernana ApkaJbeBHA CIIEHUAIIUCT 110 KaJpaMm
2 | Kanammua Enena MuxaiisioBHa 3aMEeCTUTEIIb TUpeKTopa no Y BP
3 | Ky3neuoBa Hatanus ['ennagueBHa 3aMEeCTUTENb TUpeKTopa o BP

IMomurrka nHpopMannonHoi 6e3onacuoctr. Ctpanuna 29 u3 29




